Security in DevOps

Course Introduction
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Course Objectives
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Learning Level

« Intermediate

Course Duration
» 3 Days

Course Prerequisite
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Target Group
® Project Manager
® Business Analyst
® Software Developer

® Software Engineer
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Course Outline
1. Introduction to DevOps
- What is DevOps?
- What is DevSecOps?
— Shift Security to the Left
— Continuous Integration and Continuous Delivery (CI/CD)
- Security in CI/CD

— DevSecOps toolchain

2. Containerization

— Docker and Automation
— Docker Networking
- Introduction to Kubernetes

— Continuous Delivery Pipeline

3. Developer Tools

- Static Code Analysis

- Git Secret

- OWASP Dependency Check

— JavaScript Security with Retire.js
- Find vulnerabilities with Snyk

- Software composition Analysis

— Automate Security Testing with BDD-security

4. Build Tools
— Security testing in a building stage
- Security Scanning Tools
— Testing Automation with OWASP ZAP

— Testing Automation with Gauntlt

5. Deployment Tools
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Security in DevOps

- Security in Deployment Phase

- Rundeck for Deployment

6. Operation Tools

— Keeping security in operate
- Runtime application self-protection (RASP) vs WAF
— Introduction to Appscan

— Cloud security monitoring
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