Network Hacking and Hardening

Course Introduction

This class is for computing network infrastructure administrator and is designed to teach various network
exploitation techniques, ranging from basic to advance to help students understand threat and protect their

environment effectively.

Learning Level

« Intermediate

Course Duration
« 3 Days

Target Group

® |nformation Technology Related Jobs

Course Outline

Day 1

® Physical, Datalink and Network Layer
® | AN Attack and Countermeasuress
® \Vireless LAN Attack and Countermeasures

® |nternet Protocol Attack and countermeasures

® Transport and Application Layer
® Transport Layer Attack and Countermeasures

® Application Exploiting Strategies in Linix Environment
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Network Hacking and Hardening

Application Exploiting Strategies in Windows Environment

Day 3

® Application Layer and Client-Side Attack
® \Web Application Attack

® Mobile Application Attack

® Attacking the Clients
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