
CISM Combined CISM exam review and essential
standards and leading practices

Course Introduction

This 3-days course is not an official ISACA training course; however, it is led by a Certified Information Security

Manager (CISM) with over a decade of experience and familiarity with the ISACA resources. The training

material is built from the latest version of review manual and QAE books but reorganized into an

easy-to-understand format. This course is a combination of exam review and introduction to essential

standards and leading practices related to information security, for example, ISO/IEC 27002 and NIST Special

Publication 800-53.

Course Objectives

    • To prepare for the ISACA's CISM examination

    • To introduce essential international standards and leading practices

Learning Level

    • Advance

Course Duration

    • 3 Days

Target Group

    • Information security manager, Consultant, IT auditor

Course Outline

Day 1

    • Domain 1: Information security governance

    • ISO/IEC 27014

Day 2

    • Domain 2: Information security risk management

    • ISO/IEC 27005, ISO/IEC 27002 and NIST SP800-53
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Day 3

    • Domain 3: Information security program

    • Domain 4: Incident management

    • ISO/IEC 27001

    • Sample Questions
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