API Security

Course Introduction
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Learning Level

« Intermediate

Course Duration
» 3 Days

Target Group
» Software Engineer
» Software Developer

« Software Tester

Course Outline

Day 1
1. Overview of the API security

a. OWASP REST Security
b. OWASP REST Cheatsheet
c. Generic Web Service Security

d. RESTful web service
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e. GraphQL
2. OWASP API Top 10

a. Broken Object Level Authorization

b. Broken Authentication

c. Broken Object Property Level Authorization
d. Unrestricted Resource Consumption

e. Broken Function Level Authorization

Day 2
3. OWASP API Top 10 (Cont.)

a. Unrestricted Access to Sensitive Business Flows
b. Server-Side Request Forgery

c. Security Misconfiguration

d. Improper Inventory Management

e. Unsafe Consumption of APIs

4. Secure RESTful API

a. Require https

b. Middleware concepts

c. Add CORS middleware

d. Secure APl endpoints

e. APl rate limiting

f. Self-documentation and HATEOAS
g. Logging and monitoring services
h. HTTP exception handling

i. Defence in depth with Microservices

5. API Testing

a. Open API specification (OAS)
b. Automated testing with Postman

c. Scanning APl with OWASP ZAP

6. Securing APl with OAuth 2.0

a. Authentication and authorization

b. What is OAuth
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c. What is Open ID Connect (OIDC)
d. How access token work

e. Add a token endpoints

f. OAuth grant types

g. Refresh token flow

h. Authorization server

i. Leveraging scopes
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