Cloud Security

Course Introduction
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Learning Level

« Intermediate

Course Duration
.2 Days

Target Group
- IT Admin, Security Specialist w33z

Course Outline
Day 1
. Cloud security principles

- Shared responsibility model

- Cloud security framework

- CIS critical security controls

- CSA enterprise architecture

- CSA cloud control metrics (CCM)

- AWS Well-Architecture Framework

- AWS Cloud adoption framework (CAF)
- Cloud provider vulnerabilities

- Introduction to Security architecture
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Cloud Security

. Identity and Access Management
- |dentity policy
- Resources policy
- |dentity Federation
- Zero trust identity architecture

. Continuous Compliance
- AWS security hub
- AWS trust advisor
- AWS config
- Continuous Compliance with Chef Inspec

Day 2
. Infrastructure-level cloud security

- Installing scout suite

- Discover unsafe cloud configuration
- Customizing rules

- Amazon inspector

« Logging and monitoring
- Logging with CloudWatch
- Streaming logs to CloudWatch
- CloudWatch log insights
- Auditung with CloudTrail
- Dashboard and automation

- Data-level cloud security

- AWS data storage options

- Encryption and Decryption

- Server-side encryption

- Securing data with Key Management Service(KMS)
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