How to Write a Secured PHP Code

Course Introduction

Today's programming developer must be able to efficiently understand the concept of secure
coding techniques to develop a secure application. In order to provide a total secure solutions from
operating system level to application level. This course provides all those necessary skills for
programming developer to understand how to write a secure PHP Application technique of major
systems.

In this course, you'll learn current web application threats and how to add security to your PHP
Web applications and PHP Open source CMS/Blog (Wordpress). It is assumed that you've been coding
PHP Web applications for at least a year, so it won't cover the basics of the language (either
conventions or syntax). The goal is fo make you more aware of what you should be doing to secure
the Web applications you're building.

Course Objectives

Aftendee of this program will have the knowledge and skills needed to meet the real-world
challenges faced by programming developer. They can prevent suspicious activities that might
compromise the system and application. A secure coding can provide an advance security on
systems.

Learning Level

e Advance

Course Duration

e 5 Days (30 Hours)

Prerequisites

¢ None

Target Group

o Web application developer
o Software Quality Assuror

e IT Manager

Course Outline

e Module 1: Introduction Web Application Security
e Module 2: Security Development Principles

e Module 3: Validation Data

e Module 4: Preventing SQL Injection

¢ Module 5: Preventing Cross-Site Scripting (XSS)

¢ Module é: Preventing Remote Execution
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e Module 7: Session Security
¢  Module 8: Securing your Applications

e Module 9: An Additional Protection PHP Application

Recommended Courses
e JSP - How to Write a Secured PHP Code
e ASP - How to Write a Secured JAVA Code (J2EE)
e CSSLP - The Official CSSLP CBK Review Seminar (Accredited Training by ISC2)

For Full Course outline Please contact Information Security Training Division
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Mr. Tanapat Chaipimol Ms. Kitmanee Niyomyat

Tel:(66) 2-650-5771 Ext.105 Fox: (66) 2-650 5776 Tel:(66) 2-650-5771 ext. 108 Fax: (66) 2-650 5776
Mobile: (66) 84-081-0683 Mobile: (66) 86-325-7129

Email: tanapat.ch@acisonline.net Email: kitmanee.ni@acisonline.net

ACIS Professional Center Co., Lid.

2101, 21 Fl., 62 The Millennia Building, Lungsuan Rd., Lumpini, Pathumwan, Bangkok 10330
Tel: +(66)2-650-5771 Fax: +(66)2-650-5776 Hotline: +(66)86-352-7129 Email: registration@acisonline.net
Website: www.acisonline.net
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