Infroduction to IT and Information Security
Management International Standards, Best
Practices and Frameworks in your Organization

Course Introduction

Many of today’s IT and Information Security related International standards and best practices
have announced to IT industry and an organization heard about how those IT and Information Security
International standards and best practices good and helps to improve organization's competency
and performance.

Organization needs to apply and implement those International standards and best practices
info organization culture but still lack of understanding how related of those International standards
and best practices. Some time it will make frouble to operation and management because of
inconsistency of each standard and best practice process.

Course Objectives

e Understanding intention of each IT and Information Security related standards and best
practices

e Understanding structure of each standard and best practice
e Understanding relation of each standard and best practice

e Ability to integrate/align standard and best practice into organization’s management
system

o Ability to discuss integrate approach of standard and best practice

Course Highlights

o Free membership for ACIS Alumni
o Access to the latest information related to the course subjects

o Alife-time class re-sit

Learning Level

¢ Foundation

Course Duration

e 2 Days (12 Hours)

Prerequisites

e None

Target Group
¢ CIO, CISO, CSO, CTO
e ITmanager, IT director

e [T Consult, IT auditor
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Course Outline

Infroduction to IT and Information Security
Management International Standards, Best
Practices and Frameworks in your Organization

¢ Understanding objectives and key elements of International standards and best practices

o
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e Align

ISO/IEC 27001:2013

ISO/IEC 27002:2013

ISO/IEC 27005:2011

ISO/IEC 27006:2011

ISO/IEC 20000:2011

ISO/IEC 38500:2008

ISO/IEC 31000:2009

BS25999, BS25777 and ISO 22301
ITIL 2011

NIST Special publication document family which related to IT and Information
Security

COBIT 5 and IT Governance Framework
COSO ERM

ment and Relationship among Standards, Best Practices, Frameworks and Guidelines

¢ Integrated approach : How to align standards and best practices

o

e Guid

Aligning CobiT, ITIL v3 and ISO/IEC 27002

eline to implement integrated standards and best practices
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