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Information Security Risk Management 
Implementation using ISO/IEC 27005:2011 

Course Introduction  

Implementing the Information Security Management System (ISMS) based on ISO/IEC 27001 for 

certification requirements and code of practices based on ISO/IEC 27002 become the essential 

standards for Thai enterprises on information security controls. Also, there are an increasing in Thai laws 

and regulations in enforcement. These require the essential process in the establishing step, so-call Risk 

Management. 

ISO/IEC 27005 is the specific standard for Information Security Risk Management in 

implementing ISMS and information security controls. This standard is differential from the other 

standards using in IT risk and other enterprise risks. However, the main concepts and framework of ISRM 

are similarly to the other IT risk standards, but some more specific detail like identification of assets, 

vulnerabilities, threats, and selection of controls are more specific and particularized for information 

security controls. 

 

Course Objectives 

 To understand the principles and concepts of information security risk management 

 To understand how to develop the information security risk approach, including 

methodology, criteria of accepting risks and acceptable levels of risk 

 To understand the framework on information security risk assessment and risk treatment 

 To understand the processes and activities needed by the Standard in conducting 

information security risk assessment and risk treatment 

 

Course Highlights 

 Free membership for ACIS Alumni  

o Access to the latest information related to the course subjects 

o A life-time class re-sit 

 

Learning Level 

 Advanced  

 

Course Duration 

 2 Days (12 Hours) 

 

Prerequisites 

 None 

 

Target Group 

 IT Manager/Director, Information Security Officer/Manager, IT Risk/Operational Risk Officer 
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Information Security Risk Management 
Implementation using ISO/IEC 27005:2011 

 

Course Outline 

Module 1: Introduction to ISMS Requirements and Risk Management 

 Overview of ISMS Standards 

 Overview of ISO/IEC 27001 (ISMS) 

 Overview of ISO/IEC 27002 (Code of practices) 

 Overview of other related IT risk standards 

Module II: Information Security Risk Management (ISRM)  

 Concepts of information security risk management  

 Terms and definitions of information security risk management  

 Structure of the ISRM standard  

 Overview of the ISRM process  

Module III: Context Establishment  

 General considerations  

 Basic criteria  

 The scope and boundaries  

 Organization for ISRM  

Module IV: Information security risk assessment  

 General description of risk assessment  

 Risk analysis  

 Risk identification  

 Asset  

  

 Threats  

 Risk estimation  

 Risk evaluation  

Module V: Information security risk treatment  

 General description of risk treatment  

 Risk reduction  

 Risk retention  

 Risk avoidance  

 Risk transfer  

Module VI: ISRM in implementation  

 Information security risk acceptance  
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Information Security Risk Management 
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 Information security risk communication  

 Information security risk monitoring and review  
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