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CCNA Security 

Course Introduction  

CCNA Security aims to develop an in-depth understanding of network security principles as well 

as the tools and configurations available. The course covers the following concepts: 

 Protocol sniffers/analyzers 

 TCP/IP and common desktop utilities 

 Cisco IOS® Software 

 Cisco VPN client 

 Packet Tracer 

 Web-based resources 

 

Course Objectives 

 To assist student to successfully pass CCNA Security examination  

 To enhance day to day network security operation skill 

 To understand basic networking security knowledge 

 As a prerequisite for CCSP and CCIE Security certification 

 

Course Highlights 

 Network tools and simulation software provided  

 Latest examination review 

 Free 1 ACIS Alumni membership  

o Access latest information from instructor 

o Consulting from instructor 

 

Learning Level 

 Foundation 

 

Course Duration 

 5 Days (30 Hours) 

 

Prerequisites 

 None 

 

Target Group 

 Network and Systems Administrators  

 IT Security Professional 
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CCNA Security 

Course Outline 

 Module 1: Introduction to Network Security Principles 

 Module 2: Perimeter Security & Network Security Using Cisco IOS Firewalls 

 Module 3: Site-to-Site VPNs 

 Module 4: Network Security Using Cisco IOS IPS 

 Module 5: General Review and Testing 

 

Recommended Courses 

 NAT - Network Management, Monitoring and Troubleshooting Workshop 

 SSCP - The Official SSCP CBK Review Seminar (Accredited Training by ISC2) 

 CISSP - The Official CISSP CBK Review Seminar (Accredited Training by ISC2) 

 

For Full Course outline Please contact Information Security Training Division 
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